Configuring SQL Server. Security. Standard administration tasks
1. [bookmark: _GoBack]Explain the difference between login, user and schema.
Authentification mode: 
· Windows Authentication mode (Windows Authentication -  enable and SQL Server Authentication -  disable
· mixed mode (both Windows Authentication and SQL Server Authentication)
When a user connects through a Windows user account, SQL Server validates the account name and password using the Windows principal token in the operating system. This means that the user identity is confirmed by Windows. SQL Server does not ask for the password, and does not perform the identity validation. Windows Authentication is the default authentication mode, and is much more secure than SQL Server Authentication
When a user connects through a SQL Server Authentification, logins are create in SQL Server. Username and password are created and stored in SQL Server. Users must provide credentials (username and pass) every time that they connect to sql.
2. Pick one server role and explain its importance.
	One of the most important (fixed) server role is sysadmin. Members of sysadmin can perform any task in server like create db, alter db, creat user, alter any login etc. Sysadmin role completely bypasses all security checks. This is the most powerful role in SQL Server.

3. Export using bcp, the dbo.[fhv_tripdata_2015-01] table as a native format
	export
· bcp demo..fhv_tripdata_2015_01 out c:\install\data1.csv -S V-SQLSERVER-SI\SQLSERVER  -c  –T
or in native format.
· bcp demo.dbo.fhv_tripdata_2015_01 out c:\install\data.csv -S V-SQLSERVER-SI\SQLSERVER -n  -T 
or unicode native mode
· bcp demo.dbo.fhv_tripdata_2015_01 out c:\install\data1.csv  -S V-SQLSERVER-SI\SQLSERVER -N  –T

Import the exported file into table test.data_import_homework, where test is a new schema name which you need to create.

Create schema ‘test’ and table ‘data_import’ (To import data in native format successfully. the data file must be in native format and the target table must be compatible with the data file (having the correct number of columns, data type, length, NULL status, and so forth), or you must use a format file to map each field to its corresponding columns. 
USE DEMO
GO
CREATE SCHEMA test
CREATE TABLE [test].[data_import](
	[Dispatching_base_num] [varchar](max) NOT NULL,
	[Pickup_date] [smalldatetime] NOT NULL,
	[locationID] [varchar](50) NULL
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY];
GO
BULK INSERT test.data_import
FROM 'c:\install\data.csv'
WITH (DATAFILETYPE = 'native'
		);

	In CMD
bcp demo.test.data_import in c:\install\data.csv  -S V-SQLSERVER-SI\SQLSERVER -n –T

   Grant read permissions on schema test to contained user User2.
	USE [master]
GO
ALTER DATABASE [demo] SET SINGLE_USER WITH ROLLBACK IMMEDIATE
GO
ALTER DATABASE [demo] SET CONTAINMENT = PARTIAL WITH NO_WAIT
GO
EXEC sp_configure 'contained database authentication', 1
GO
RECONFIGURE
GO
ALTER DATABASE [demo] SET CONTAINMENT = PARTIAL WITH NO_WAIT
GO
ALTER DATABASE [demo] SET MULTI_USER
GO

/* create a database contained user */
USE [demo]
GO
CREATE USER User2 WITH PASSWORD='Password01'  
GO
/*read permissions*/
GRANT SELECT ON SCHEMA:: test TO User2
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